Is this Really Enough?

Data & Safety
An introduction through a concrete example with connected vehicles
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Safety Risk Balance with Data?

Opportunities Risks

Improve Road
Traffic Safety

Data can harm
systems

Anticipate Hazards

Connectivity brings Connectivity brings
redundancy & complexity &
freshness uncertainty
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Stage 1 — Use existing systems (ESC, ESP) to sense
when tires lose grip with the road
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Observation

Observation:
One (or more) tire(s)
has lost grip with
the road
Date & time
Location

Trust in Observation?
Data Quality
Sensor Quality
Processing Quality




Stage 2 — Connect vehicles and then

combine multiple observations into Knowledge
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Stage 3 — Leverage external knowledge in the context of
every vehicle (when relevant)
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Embedded Automotive System (eg ADAS)

Anticipation:
Warning to Driver
Speed Assist :
decrease speed
Action (SAE L3):
Handover to driver
Action (SAE L4):
Brake and/or
Decelerate
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Processmg Decisions

Safety of Decisions?
Trust in Knowledge
New interface?




All stages in one — A very complex chain of trust mixing
multiple System- and Data-driven lifecycles
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(External) data to decouple systems

Systems of Intelligence

Sensing Systems Data- & Al-powered systems & services
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Observations & Knowledge “decoupling” systems
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What do we need to
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do?

Environment
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Embedded Automotive System (eg ADAS)
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Build the confidence in data
(means, level, methods)

Adjust (or not) the existing
standards to integrate the “Safe
Data” ones

Define Safety for systems of
intelligence

Don’t forget the data transmisson
integrity!



We have the intuition
that a data centric

approach for safety can

bring more

We are convinced
that data can
Improve safety
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Connected vehicles and fleets introduce challenges & opportunities

Data flows can provide key knowledge to help vehicle — especially for
autonomous driving

Vehicle brings more — data connects together a larger number of
vehicles and systems

Data can systems — especially when it comes from the “outside”

Ensure that the IS positive (SaFAD)

Data engineering relies on and practices that are very different from software
engineering

Data plays a key role in the systems that will power autonomous driving in future

vehicles
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Additional (data-driven) feedback loop

Sensing Systems Systems of Intelligence Data- & Al-powered systems & services
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Driving a vehicle involves multiple different information /

data lifecycles

Moving boundary
with vehicles

offering more & =¥ =sassppuannnas

more advanced
assistance
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Driver’s Perception, Intelligence & Knowledge

Traffic Rules. Driving License. R
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Lifecycles matter!
The “chain of trust” for “Systems Safety”

BUILD

Tests —
Development Verification — Integration (Certification) Operations
Qualification

The System is (certified) Safe Risks

Faults
Incidents
Vehicle Safety Safety Case at
System Level Continuous
Systems Improvement
Software Safety
P— as a part of the Data

System

Data Data lives here!

Data as part of the

(ontinental % Software?
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Vehicle
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Systems

Software

Data

Vehicle

Systems

Software

= Data
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