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> Conformance to standards and regulations
= eg. ARP4754, DO-178C, 1S026262, A-Spice, ISO/TS 16949, CE %6%

> Help to characterize / define adequately Quality
= |dentify and organize multitude of characteristics
= Quality model as central point

> Help to control / optimize metrics flow
= Metrics are essential and everywhere
= Qutputs from many tools
= Loopback & digitalization of characteristics / properties

> Help on Cost / Delay / Quality trade-off Quality
= Non-Quality costs companies 5% of total revenue N
[Afnor group, 2017] AT eitieicngy
Delay< — Cost

agility
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Source https://www.wsj.com/articles/toyota-recalls-more-than-2-million-vehicles-over-hybrid-system-fault-1538725425
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Ariane 5 _
Ng 4%, Jun, 1996

recallof 2.4 millien vehicles
S loss of $370M

low current high current high current
electron beam electron beam electran beam
was scanned was tracked with na target
across the field at the target > 'lightning’

Source https://www.flickr.com/photos/dir_de/8967685954/ licensed under CC BY

Source http://naticomseguranca.blogspot.com/2014/02/seguranca-x-confianca-problemas.html

licensed under CC BY

tray including the target, a flattening filter, the collimator jaws and an ion
chamber was moved OUT for "electron” mode, and IN for "phatan® mode

Source http://radonc.wikidot.com/radiation-accident-therac25 licensed under CC BY-NC-ND

Source https://commons.wikimedia.org/wiki/File:Ariane 5 1.jpg
licensed under CC BY-SA
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> Solution too general

= Wide scope with ambition to cover as much as possible
= e.g. standard such as CMMI, ISO/IEC9126, ISO/IEC25010

28% of companies use standards and 79% of these companies customized them [wagner et al., 2012]

> Solution too specific, focus is on applied aspect
= Reuse / adaptation of previous work cannot be or hard to generalize
=  McCall et al. with Factor / Criteria / Metric [Mccall et al., 1977],
= Basili et al. with Goal / Question / Method [Basili et al., 1994],

> Solution set too large
= |n literature, many quality models for SW product: no obvious right quality model

> Few works about theory and applied quality quantification,
=  SW product oriented, Wagner on SW product quality control wagner, 2013
= General approach, Azgaldov et al. on general quality assessment [azgaidov et al., 1968 & 2015]

sy Qualimetry
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= from the Latin qualis “of what kind”
= and the Greek petpew “to measure”

> Science Id

Goal is to generalize quality quantification approach
Born in former USSR in 1968 [Azgaldov et al., 1968]
Theoretical & Applied aspect

Scope: any fields

Qualimetry

Theoretical & Applied Qualimetry

- Quality Model | Measurement
> House of Qualimetry and its 6 pillars T
= a synthetic view of Qualimetry b 3 ;3 , &,

! ;S’ ! Object(s) of Interest

Rules
Theories of
Measurement
Aggregations

Derivation
Weight Factors
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Quality Model Measurement
Quality characteristic T Reject, accept, target, reference
identification i (can be extended with “forecasted”)
Theoretical & Applied Qualimetry

Quality Model Measurement

S § K E £ = Combining measurements
. s 2 m e g g, . .
Rules to support quality E2| | 5| |83 2 (Logical scoring of preferences,
characteristic organization - B = | < . mean, median, variance, ...)
Object(s) of Interest We'ghted or nOt
Importance of quality - Operational, Representational
characteristics among others and various minors (Diez 1997)
. — - Gives mathematical & statistical
Candidate object(s) for tools

quality quantification
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System/Software
Product Quality

l
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Functional Performan e = o - aintain- -
rcrona € . e Compatibility Usability Reliability Security M - Portability
Suitability efficiency ability
Functional Time-behaviour Co-existence Appropriateness Maturity Confidentiality Modularity Adaptability
completeness Resource utiisation | | Interoperability recognisability Availability Integrity Reusabillity Installability
Functional Capacity Learnability Fault tolerance Non-repudiation Analysability Replaceability
comeciness Operabiily Recoverability Accountability Modifiability
AUsIGine User error Authanicity Testability
appropriateness protestion
User interface
acsthetics
Accessibility

| Quality in use |

I

I |

Effectiveness Efficiency ]

~
Satisfaction [ Freedom From Rlsk] [ Context Coverage

Effectiveness Efficiency

Economic risk

mitigation
Usefulness B
Trust Health and Context
Pleasure safety risk completeness
Comfort mitigation Flexibility

Environmental
risk mitigation

Qualimetry

Theoretical & Applied Qualimetry

ality Model Measurement
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> Polymorphic quality model

1. For same type of objects, we may have
« Common quality model characteristics or “interface” (ie Ad
hoc polymorphism: overloading & coercion,),

» Variations with heritage between quality models (ie
Universal polymorphism: sub-classing, inheritance, or
overriding, extension)

2. Over a project or product life cycle, for example,
quality model can change (e.g in design phase we ¥
have different focus than in maintenance one), &

> Quality model distance: Degree of polymorphism (from genetic)
= The nucleotide diversity formula introduced by Nei and Li in 1979

T = Z xixjnij

Lj
Note: nucleotide = leaf characteristics, gene = group of characteristics, x; frequencies of the i sequence

T; nucleotide difference between sequence i andj

oun_Project).svg licensed under CC BY-SA
iano licensed under CC BY-SA
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4 QUALITY MODEL PILLARS: QUALITY MODEL DISTANCE IMPORTANCE

iz OOUrces of Quality model change or adaptation

Change of life cycle stage (e.g. from design to implementation),

Evolution of product (e.g. addition of new features),

Insufficient quality area coverage (e.g. gaps in safety or security),

Change of targeted product (e.g. from car to truck),

New or updated process or standard (e.g. from ISO/IEC 9126 to ISO/IEC 25010),

> Benefits from Quality model distance

Evaluate risk linked to quality model change
low distance = low risk, high distance = high risk,

Evaluate change workload and cost,
|ldentify most impacted areas and characteristics,
|dentify where quality quantification, assessment and control are changing,

|ldentify and evaluate validation path finding change
Capture of different types of bugs possibly never found before
Discarding other areas and path

Support decision and control change / update of quality model
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> As embedded Systems

= Vehicle platform
« Variants: mini-compact, crossover, supercar, convertible, commercial, sport, van ....

+ Complex system, composed of more than 40 systems, distributed over more than 60 Electronic Control Units
(ECU): hardware + software

= [Each ECU has

« Common characteristics with other ECUs: e.g. diagnostic, connection interface, power,
* Aset of specific characteristics: e.g. HMI, communication, safety,
* A context: e.g. door control, engine control, telematic control, seat control.

> As embedded Software

= Automotive-SPICE Process Assessment / Reference Model guidelines
* In v2.5: reference to ISO/IEC 9126
* In v3.0/1: reference ISO/IEC 25010

= Distance between ISO/IEC 9126 and ISO/IEC 25010

- Degree of polymorphism = 0.6792 (0 = identical; 1 = 100% disjoined)
[53 leaf characteristics, 32 unique, 8 similar]
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ISO/EIC 9126
(2001) quality in

external and

internal
quality use
[ I | I I | |
functionality reliability usability efficiency maintainabili portability | | | |
| I I effectiveness productivity safety satisfaction
suitablity " ili I g g
maturt understandability] behen lysabiiity adaptability
AocLracy fault :olergnce learnability Jine et chardeavility instaliability
inferoperability recoverablit operability s i stabili existence
ﬁec v attractveness wifsation testabilty 2 %Eplaceability
function \'t'f., reliability usability ,‘ﬂwuency maintainablity | TN\ portability
complance {+.| complance compliance +compliance compliance ,/ liance
. ., 4 Vi
5
X . , 7
o 7 7
s . / ,/
., e / V2
% ‘v, / Y
’ e ¥ v
- ‘%, _/
.“ ,I' ~0,... ’/
. Xn -
-, / ‘Systefn/Software ISO/EIC 25
! Prddyct Quality e
s, 4 75 5 2011 Quality in use
$‘ ' rd [h..
. / 'l ‘e,
I [ ~ 7 | ] [ e I I
. ¥ «
. ak } R onrey \ |
';L:JT{;%?HSI Pzr;?g{::g;f A Compatibility Usability Reliability Security Mggiiltgn Portability (
) s R4 Effectiveness Efficiency Satisfaction Free§om From Risk Context Coverage
Functional T\mebeh%ur ’%‘vx»sleéce Appropriateness Maturity Confidentiality Modularity Adaptability
esource utilisation | | InMroperabilit i wailabili Integri usabillt Installabil
completeness R perability recognisability Availabilty qrity R y . o
: " " & COgomIC risi
Functonal Capacity Learnability Fault tolerance Non-repudiation Analysability Replaceability ) el
C:rmn“r Operabikly Recoverability Accountability Modifiabilty ) - Usefulness W and Context
unm:na User error Authenticity Testability Effecthencss Hinciency et safety risk complateness
appropriatenass prolection EleanLH'E mitigation Flexibility
User interface omiay Environmental
acsthetics risk mitigation
Accessibility

Laboratoire d’analyse et d’architecture des systemes du CNRS




LAAS |
CNRS

QUALITY MODEL & MEASUREMENT PILLARS: POLYMORPHISM APPLIED TO AUTOMOTIVE

SOFTWARE >
RENAULT

A

RENAULT NISSA Functional suitability
Reliability

. X - Usability
Is derived from FiOysl o product e Lty O o anos (eEEiciancy
(........................ Common ECU QM . saintainanitity
[from A-SPICE] - Portability

Quality in use

ISO/IEC 25010

Derived into

Quality in use

Functional suitability
Functional suitability Reliability
F ty

Reliability - Usability

- Usabilievy . |- Performance efficiency
Sys/Sw product guality O

/ Sys/8w product quality O Performance efficiency - Maintainability
/
’,’ - Maintainability |- Portability
/ e
/ - Portability |- Security
/
IVIECU QM ainemme BCM ECU QM e e atiiar Tty
/ == Effectivencss Effectiveness
/ . >
&‘-' ~ -4 Quality in use Efficiency Efficiency
} >
W, > |z P s Preedom from risk
Context coverage
Efficiency =
= Efficiency =
Chart: Directions breakdown -
Prject A Arefct:5
T e
p— Mah il e -z
_____________ i antainadiiny Security Maintainability
cev-a -y
wwa ceu-a
feu-s s
-6 ccu-
BB Reliabllity Suppiier ® Inerface it Supplier  ® Intemnal  Qualiy Assurance suppter ntermat — N

Laboratoire d’analyse et d’architecture des systemes du CNRS




LAAS

_=N== CONCLUSION

SOFTWARE >
RENAULT

RRRRRR ~/-> Review why quality quantification is important and gaps with current
approaches
> Strengthen current quality quantification relying on Qualimetry by
= Introducing synthetic view of the “House of Qualimetry”,
= Introducing polymorphism to capture quality model evolution, adaptation and replication aspects,
= Introducing degree of polymorphism to setup intrinsic distance between quality models,
= Explaining the importance of quality model distance,
> Open new perspective with regards to quality quantification in systems
engineering
= Bring homogeneity, consistency and compatibility to quality characteristics and quantification
= Helps specify a joint “vocabulary”,
= Define a derivable quality model (e.g. ECU or car platform one)
= Allow smooth incremental change management which is key in agile development methodology
> Our next steps focus
= quality model consolidation and deployment for all ECUs & aggregation at vehicle platform level
> Contacts
YANN ARGOTTI CLAUDE BARON PHILIPPE ESTEBAN DENIS CHATON
yann.argotti@laas.fr claude.baron@laas.fr ~ philippe.esteban@laas.fr  denis.chaton@renault.com

yann.argotti@renault.com
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THANK YOU !
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Back-up
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