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CONTEXT

Introduction
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INTRODUCTION

Rapid development of autonomous vehicles
Complex system evolving in an unpredictable environment

Comply to strict standards and norms (AUTOSAR, 1S026262)
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BUG CONSEQUENCES

« Afaillure can cause severe accidents
« High cost (Brand, Recall, Bug’s correction,...)

« Essential to ensure the quality of the requirements
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Critical System = deal with scenarios that may lead to loss of life, serious personal
Injury, or damage to the natural environment
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REDUCE BUGS

Early Validation S Feedback
FORMS o
Rigorous Model-Based L Feedback
approach 64% 5
of bugs are introduced %

Using formal methods

Goal:

« Improve SW quality

 Reduce time to market

The V-Model: Systems development lifecycle

 Reduce costs

Source :
Software engineering environments: concepts and technology
Robert N. Charette
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https://www.researchgate.net/scientific-contributions/2035901506_Robert_N_Charette?_sg%5B0%5D=ieQOqnWMFAGMr6o-Wx67XNKgsJNRlPUWh-EkO7USFR76Tl2FaE0G-G2gn5xl6DpAGMdAzz8.Nlz03Y5CjZWhedEUpiDbapT-A_2Nj4SdqEypBsRz2rzCgYlvwJhqpdtly9R033KxUmqAGn49sAIqSjQvpiQYDw&_sg%5B1%5D=6mFmxOyD0LB0FHi9nY9zETE3a60AphkUlYYbHmfLw7sONRwOjQyCVpGQVT9BxDF0CQUgG5s.V93vrpTb-H3cDH2y5o1AxGAXKRYzDdj_Ckv_X7SScKk7Tv5lTYQYDTvbxBFHWh4kQbRqBntv7CCdBR-Vg3Lhhw

APPROACH

The use of formal specification and formal verification
to prove the reliability of the studied systems
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THE APPROACH
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concepts (states, conditions, * Syntax »l FORMAL MODEL
key WOI’dS,...) e Semantic
« Patterns \- )

* Automata
* Model checking
* Properties verification

ERTS 2020 GROUVPE RENAULT 8 | Renault Confidential C |




OUR FRAMEWORK
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MODEL CONSTRUCTION

The different steps to transform informal requirement
into a formal model (state machine) for formal
verification applid to AD (Autonomous driving
supervision)
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CASE STUDY

THE AUTONOMOUS DRIVING (AD) FUNCTION SPECIFIES A SELF DRIVING CAR

l ADAS

l Park assist I Adaptative Cruise Control l

l Emergency Braking l l l

L

Control function specifies the Autonomous
driving function behavior

AD_Function
AD_Control S Surpervision function gives or takes back the
SENSORS (———> ACTATORS - control from AD_Control
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STEPS

The model construction follows different steps:

Requirement Requirement
Analysis Selection

==m) Some steps are recursive

ERTS 2020

Guard  Completion  Plausibility Guard !
I Elaboration check Regroupement

DIFFICULTIES
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l :
! !
REQUIREMENTS ANALYSIS O e ——0—8@ &——o
- i 1
Requirement Requirement : E|aGblé,f;ﬂon Completion Pliﬁ;g&'ty Regr?,ﬂ;;dmem X Model_
Analysis Selection . : construction

“The||atera| jerklrequested by the AD-function shall be limited to a threshold” (FR1)

TAD-function|shall be available|at dawn and dusk”|(FR2)

‘IAD—function shall be available on verified road sections” (FR3)

“IFJAD-function| is not available and! vehicle is in Germany or in France then/AD-function |
shall be available’ (FR4)

D Function’s name State’s name Condition Key words
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l :
! !
REQUIREMENT SELECTION -— @0 ¢
- i 1
Requirement Requirer_'nent : Ela?)l;?z:?ion Completion PI?:L'EE::'W Reggﬂggdmem X Model_
Analysis Selection . : construction

“Thellateral jerk|requested by t shall be limited to a threshold” (FR1)

TAD-function|shall be available|at dawn and dusk”|(FR2)

‘IAD—function shall be available on verified road sections” (FR3)

“IFJAD-function| is not available and! vehicle is in Germany or in France then/AD-function |
shall be available’ (FR4)

D Function’s name State’s name Condition Key words
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MODEL CONSTRUCTION

<Function> SHALL BE < State>

|
I ]
i !
@ @ — e e e———¢@
. . i Guard  completion Plausibilit Guard :
Requirement Requirement * Elaboration P check y Regroupement | Model
Analysis Selection . . construction
<Function>

IF  <Function> isin <Initial State> -
<Initial
State>
AND
THEN <Function> SHALL BE <Final State> <Final
<Function> State>
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GUARDS ELABORATION ®@ o o o

Guard  completion  Plausibility Guard _
Elaboration check Regroupement
Lt ot e m e m e —m e 4
|AD-function|shaII be available at dawn and dusk’| (FR3)
AT DAWN AND DUSK
VARIABLE CREATION A VALUES CREATION
(@

2 J - Dawn

DAY_TIME - Dusk

a - ..(?)

N )

DAY-TIME= dawn OR DAY-TIME= dusk
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I
| O |
COMPLETION @ ¢ o
I Guard  completion  Plausibility Guard !
| Elaboration check Regroupement |
L e e e i a

Possible states:

OFF, NOT_AVAILABLE, AVAILABLE, ACTIVABLE, ACTIVE

ERTS 2020

AD-function shall be availableIF DAY-TIME = dawn OR DAY-TIME = dusk

o o
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| |
PLAUSIBILTY CHECK o o @ o
! Guard  completion  Plausibility Guard '
1 Elaboration check Regroupement |
L e e e a

CORRECTION
Using the Plausibilty Table

Avallabie

Hol_Availabie guarm@nAvailabe ()

o—X

quardinavaitatie|)

on __ Not_Availabie Available

I gquanBniNotl Avaliabiel) ,

i weallahle
dinAvailable]) quArdINACIIve()

. guardnActiable()

ArdinAvalabies
ALlive '

JuardinActive()

ACTvanke

O

Activabie Active
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GUARDS REGROUPEMENT O O o O

suard Completion  Plausibility tsuarg

Elaboration check Regroupement
“AD-function shall be available IF DAY-TIME = dawn OR DAY-TIME=dusk” Gl
“AD-function shall be available IF| ROAD-SECTION=0k” G2
Gl AND G2 Gl OR | G2
<AVAILABLE <AVAILABLE
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FORMAL MODEL

guardinOff() Available

Non_Active guardinAvailable()

guardinNonActive()

guardinAvaj ardinActive()

NonActive()

guardinActwable()

guardinA

Active

Activable
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VERIFICATION

The use of a model checker (UPPAAL) to verify the
generated model using properties and simulation
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FORMAL VERIFICATION

UpPoid

Apercu

E<> AD function.actlivatable ] o
. . .‘ Vérifier
£<> AD function.avallable REACHABILITY PROPERTIES

E<> AD function.n acti

Supprimer

] ] Commentaires
E<> AD function.actiwve

A[] not deadlock — DEADLOCK PROPERTY
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http://www.uppaal.org/

SIMULATION & FUNCTIONAL DIAGRAM Eﬂﬁi

Off

ERTS 2020

[ Not_Available |

Available |

| Not_available |

[or]

| Not_svailable |

Activable

@ROUVPE RENAULT

= Dynamic behavior

® \/isualise the function’s evolution

23

| Renault Confidential C |




CONCLUSION

Achievements & perspectives
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ACHIVEMENTS & PERSPECTIVES

Extend the set of analysed

requirements

Framework
- Time

Non functional properties

Proof of concept on:

- APA ( Automatic Park Assist)
https://hal.telecom-paristech.fr/hal-02269614 Validate the whole framework

- AD (Autonomous Driving supervion’s
function)
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COMPLETION

© o— 9
AD-function shall be available! IF DAY-TIME = dawn OR C
Possible states: O O

OFF, NOT_AVAILABLE, AVAILABLE, ACTIVABLE, ACTIVE

I ASSOCIATED STATE MACHINE

IF AD-function is inE' AND DAY-TIME = dawn OR DAY-TIME = dusk

THEN AD-function shall be available
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PLAUSIBILTY CHECK O O o

Completion  Plausibility Guard !
i check Regroupement |
................................... 4

Availabie Avallabe

of Not_Availabie

gquanBniNot Avaliabiel)

Noi_Available }( guanmnAvailame1()

guardinAvaitaie|)

rdinAvailabiles
dinAvailabled) quArdINACIvE()

r~
[

guardinActiya

ardinAvalabiel)

Activabie At

Activable —
Not Available | Not Available § Not Available [Not Available
Off / Activatable Activatable Activatable
Off Not Available / Available Available
Off Not Available Activatable / Active
Off Not Available Activatable Available /
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GUARDS REGROUPEMENT

Guard  completion  Plausibility Guard _
Elaboration check Regroupement

L e e e e e e s e s s e e e e s o s e s 4

“AD-function shall be available IF DAY-TIME = dawn OR DAY-TIME=dusk”

“AD-function shall be available IF | ROAD-SECTION=0k’

> GuardinAvailable= (DAY-TIME=dawn OR DAY-TIME=dusk) OR // AND ( ROAD-SECTION=0k)

SAFETY
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Approach
Proof of concept

Finalise step 2 : how it impact on the model

Focus on the patterns
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OBJECTIVE

- Suggest a methodology for early validation on requirements

» Help engineers in the validation phase
» Improve the product’'s quality

» Gain confidence on products

» Reduce bugs and their cost

> Minimize time to market
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AUTOMOBILE’S EVOLUTION

- 40-60 embedded systems in a classic vehicle
- 80 embedded systems in a premium vehicle

% Softwares representes more than 40%
of the vehicle market value

CRITICAL SYSTEM
Deal with scenarios that may lead to loss of life,
serious personal injury, or damage to the natural
environment
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- COMPLEXITY

- COST
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COMPLETION . 0 @ = a
: . G I?;?icn Completion o
o _© —
AD-function shall be available IF DAY-TIME = dawn OR DAY-TIME = dusk
Possible states: OFF, NOT_AVAILABLE, AVAILABLE, ACTIVABLE, ACTIVE
O

"3

IF AD-function is @AND DAY-TIME = dawn OR DAY-TIME = dusk

THEN AD-function shall be available

IF AD-function iSlNOT_AVAILABLEIAND DAY-TIME = dawn OR DAY-TIME = dusk | ASSOCIATED STATE_

THEN AD-function shall be available

ERTS 2020 GROUVPE RENAULT 33 | Renault Confidential C |




Department / Redactor / Date GROUPE RENAULT 34 | Renault Confidential C |




