ERTS 2020

Practical Application of SPARK to
OpenUXxAS

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



ERTS 2020

SPARK & Ada Do Autonomy!
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AdaCore R&D?

Accelerate the development Develop use cases and
of new tools & technologies examples that we can share
(e.g., SSI!) with the community

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



AdaCore R&D?

Accelerate the development Develop use cases and
of new tools & technologies examples that we can share
(e.g., SSI!) with the community

Our work on
OpenUXxAS

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



What is OpenUXxAS?

An Open Research Platform from AFRL: the US Air Force Research Laboratory

afrl-rq / OpenUXAS ®© Unwatch~v | 55 W Star 48 ¥ Fork = 26

<>Code Issues 12 Pull requests 3 Projects 1 Wiki Security Insights

Project for multi-UAV cooperative decision making

P 697 commits ¥ 31 branches © 2 releases 22 11 contributors 5[z View license
T

Branch: develop ¥ New pull request Create new file @ Upload files = Find File Clone or download ~

README.md

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore 5



Current UAYV Operations

Currently, multiple people operate a
single UAV

- pilot
 sensor operator(s)

 supervisors to oversee & coordinate

source: nasa.gov

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



Future UAV Operations
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One operator + autonomy software
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ASSIGNS A SINGLE SEA VEHICLE AND
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Future UAV Operations

Operator: marks mission objectives &
keep-out zones
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Future UAV Operations

Operator: marks mission objectives & Autonomy: plans UAV flight paths &
keep-out zones sensor steering

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



What is OpenUxAS? — User View

Autonomous, Cooperative Control of Multiple Assets

@t+b-c)|l d

o

) @
@(@Q@

Process Algebra Task Assignment

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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What is OpenUxAS? — Developer View

A Service Oriented Architecture

UTILITIES. TIMING, LOGGING, CONVEQSIONS *

FABRIC: ZBROMQ, CMAS

SERVICES /

VEHICLE ABSTRACT

ZYRE: EXTERNAL
COOPERATION

:|
Z B =
= e
3| 2
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2020-01-30

AFRL’'s Question

Can We Show Functional Correctness
of OpenUXxAS?

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Why Functional Correctness?

Keep-out zones may represent

e Terrain

Keep-Out
« Obstacles Zone

 Mission no-go areas

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Why Functional Correctness?

Keep-out zones may represent

e Terrain

Keep-Out
« Obstacles Zone

 Mission no-go areas

MELL

For mission, privacy, or safety reasons, Flight
avoid keep-out zones. Path

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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OpenUxAS Components

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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Critical for Functional Correctness

labeue Ysel
punog youeug
99J] Juswubissy

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore

16



How Was OpenUXxAS Originally Built?

labeue Ysel
punog youeug
99J] Juswubissy

C++ 11 —

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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How Was OpenUXxAS Originally Built?

Critical Code?

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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How Was OpenUXxAS Originally Built?

Critical Code? In C++ 112

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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How Was OpenUXxAS Originally Built?

labeue Ysel
punog youeug
99J] Juswubissy

C++ 11 —

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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How Was OpenUXxAS Originally Built?

— C++ 11

o
%2
.
=
Y
>
Q
Q
D
=

punog youe.ug
99J] Juswubissy

C++ 11 —
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Goal: Critical Components

i 1

o =0

sCpe - o 3 o o

; 5 . s 5 5 3

9 5 w0 = (D Q Q)
Q Q af C++ 11
: S o 5 o
= Q M
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o TaskBase

©
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=
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Goal: All Components

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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— C++ 11
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Goal: All Components in SPARK ...

2020-01-30

SPARK

(Full) Ada

A

Jul0d

auI

ealy
UolemIanQ

IENGERE

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

— C++ 11
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Goal: All Components in SPARK ...

SPARK
A

A

(Full) Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore

SPARK
= —Or_
C++ 11
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What We Get from SPARK

Stone Use of the Language Subset: Benefit from
simply using SPARK

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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What We Get from SPARK

Flow Analysis: Not a significant part of our
application

Bronze

Use of the Language Subset: Benefit from
simply using SPARK

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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What We Get from SPARK

Absence of Run-Time Exceptions: Ensure OpenUxAS
doesn’t shut down from a run-time exception

Flow Analysis: Not a significant part of our
application

Use of the Language Subset: Benefit from
simply using SPARK

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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What We Get from SPARK

Functional Correctness: Prove critical functional properties

Absence of Run-Time Exceptions: Ensure OpenUxAS
doesn’t shut down from a run-time exception

Flow Analysis: Not a significant part of our
application

Use of the Language Subset: Benefit from
simply using SPARK

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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2020-01-30

What We Get from SPARK

Platinum

Gold

Full Functional Correctness: Not realistic for OpenUxXAS

Functional Correctness: Prove critical functional properties

Absence of Run-Time Exceptions: Ensure OpenUxAS
doesn’t shut down from a run-time exception

Flow Analysis: Not a significant part of our
application

Use of the Language Subset: Benefit from
simply using SPARK

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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What We Get from SPARK

Platinum

Gold Proofs & Checked Documentation of Code

Absence of Run-Time Exceptions

Solid Foundation

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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First Step

SPARK
A

(Full) Ada

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Service Boundary

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Vehicle
{ID, data} .

_‘ __________________

Configuration State

vehicles

[ID]

Service Boundary

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Vehicle
{ID, data} .

Keep-out
{ID, data} :

l Configuration State

FEERE FEERE
vehicles keep-outs

[ID] [ID]

Service Boundary

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages
Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

Conﬂguratlon State

RN
vehicles keep-outs tasks
[ID] [ID] [ID > Task]

Service Boundary

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

RN FRAEN
vehicles keep-outs tasks
[ID] [ID] [ID > Task]

Handle Automation Request

Automation Request
{ID, [vehicle ID],

[ keep-out ID], [task ID]}

Service Boundary

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

L K

| |

| |

| € € |

| |

| vehicles keep-outs tasks :

| |

| [ID] [ID] [ID > Task] |

: s :

: i Handle Automation Request :

| \ 4 |

Automation Request ik - :
_ valid l

{ID, [vehicle ID], : :
[keep-out ID], [task ID]} vehicles? :
I

|

Service Boundary

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore 38



The Automation Request Validator

Configuration Messages

Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

K
|
|

IR SR !
vehicles keep-outs tasks :
|
[ID] [ID] [ID = Task] |
i § :
i Handle Automation Request :
\ 4 \ 4 |
Automation Request - - :
{ID, [vehicle ID], T — V?“d —_— valid :
[keep-out ID], [task ID]} vehicles? keep-outs? |
|
No nNo :
Service Boundary
er;or er:or

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore



Automation Request

{ID, [vehicle ID], rE—
[ keep-out ID], [task ID]}

2020-01-30

The Automation Request Validator

Configuration Messages

Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

K
|
|

SR R !

vehicles keep-outs tasks :
|

[ID] [ID] [ID = Task] |

i § § :

i Handle Automation Request i :

\ 4 \ 4 \ 4 |

|

Valld i valid s valid i
vehicles? keep-outs? tasks? |
|

No nNo No :

Service Boundary

4 4 4
Siggels Siggels Siggels

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Automation Request Validator

Configuration Messages

Vehicle Keep-out Task
{ID, data} {ID, data} {ID, data}

¥
|
|
R 2 FE T :
vehicles keep-outs tasks :
|
[ID] [ID] [ID = Task] |
i § ; :
i Handle Automation Request i :

: : : ' Valid

Automation Request - - - : _ .
(1D, [vehicle ID], | V?lld i valid s valid Automation ‘ Task Ass:gnment
[keep-out ID], [task ID]} vehicles? keep-outs? tasks? “lpellin

Request

Service Boundary

4 4 4
Siggels Siggels Siggels
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First Step

SPARK
A

(Full) Ada

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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First Step

SPARK
A

(Full) Ada

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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To Do This, We Had To

Update LMCP to Rebuild the Develop an
automatically service base in Ada-SPARK
generate Ada and bind to interface for
message types ZeroMQ sharing

in Ada message data

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

Formalize
requirements
for and prove
correctness of
the service
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To Do This, We Had To

Update LMCP to
automatically
generate
message types
in Ada

- 202 Ada Packages

- 32,830 lines of (auto-generated) Ada

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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To Do This, We Had To

Rebuild the
service base in
Ada and bind to

ZeroMQ

- 30 Ada Packages

« 7,015 lines of Ada

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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To Do This, We Had To

Develop an Formalize
Ada-SPARK requirements
interface for for and prove
sharing correctness of
message data the service

« 11 SPARK Packages
1,794 lines of SPARK

10 predicates defining properties;
79 lines of property specification

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore 47



Additional Objective

Update LMCP to Rebuild the Develop an
automatically service base in Ada-SPARK
generate Ada and bind to interface for
message types ZeroMQ sharing

in Ada message data

2020-01-30

Formalize
requirements
for and prove
correctness of
the service

Keep the Structure and Code as Close to the C++ as Possible

Facilitated Accuracy in the Translation

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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The Ada-SPARK Interface

Develop an
Ada-SPARK
interface for
sharing
message data

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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C++

« Complex data model
« Heavy use of pointers
« dynamic dispatch

e reduce copying

Message Obj

ointer
P - id
- fields

1

sle][11=IJ Other Message Obj

i

2020-01-30

Ada-SPARK Interface

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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C++

« Complex data model
« Heavy use of pointers
« dynamic dispatch

e reduce copying

Message Obj

ointer
P - id
- fields

1

sle][11=IJ Other Message Obj

i

2020-01-30

Ada-SPARK Interface

Message Obj
- id
- fields

pointer

II (pointer) Msg Obj II (pointer) Msg Obj

II (pointer) Msg Obj II (pointer) Msg Obj

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Message Obj

access _
- id
- fields

1

sloe=1- Ml Other Message Obj

T*
access [N

2020-01-30

Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
- id
- fields

dCCesS

oo 1sg Ob) TR (eccess) sg Ob)

(access) Msg Obj (access) Msg Obj

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Message Obj

access _
- id
- fields

1

sloe=1- Ml Other Message Obj

T*
access [N

2020-01-30

Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
- id
- fields

dCCesS

oo 1sg Ob) TR (eccess) sg Ob)

(access) Msg Obj (access) Msg Obj

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

Restricted support for
pointers

non-aliasing
not in tagged types
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
- id
- fields

Message Obj

dCCesS dCCesS

- id
- fields

II (access) Msg Obj II (access) Msg Ob;j

sloe=1- Ml Other Message Obj

H* I*

II (access) Msg Obj II Msg Obj

(access)

dCCeSS

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

Restricted support for
pointers

* non-aliasing

 not in tagged types
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

: |
s Message Obj -

- id
- fields deep copy A
replace pointers

II (access) Msg Obj II (access) Msg Obj

I_|—|_L

(access) Msg Obj (access) Msg Obj

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

Restricted support for
pointers

non-aliasing
not in tagged types

Message Obj
- id
- fields
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Ada-SPARK Interface

Ada SPARK
Retain data model « Restricted support for
Same use of pointers pointers
dynamic dispatch « non-aliasing
reduce copying  not in tagged types

Message Obj Message Obj

access [ ‘ - id

- fields

- fields

deep copy &
replace pointers

II (access) Msg Obj II (access) Msg Obj
I_L Greedy & Expensive
F

(access) Msg Obj

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore 56



Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj !
dCCeSS - id ‘
- fields
use an adapter

II (access) Msg Obj II (access) Msg Obj

I_|—|_L

(access) Msg Obj (access) Msg Obj

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

Restricted support for
pointers

non-aliasing
not in tagged types
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Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
adCCess - id ‘
- fields Wrap

II (access) Msg Obj II (access) Msg Obj

(access) Msg Obj (access) Msg Obj

S

2020-01-30

Ada-SPARK Interface

Get_Field

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

« Restricted support for
pointers
* non-aliasing
 not in tagged types

m Message Obj
- id

- fields

(access) Msg Obj II (access) Msg Obj

II (access) Msg Obj II (access) Msg Obj

Message Object Adapter
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
adCCess - id ‘
- fields Wrap

II (access) Msg Obj II (access) Msg Obj

(access) Msg Obj (access) Msg Obj

S

Heavy-Weight

2020-01-30

Get_Field

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

« Restricted support for
pointers
* non-aliasing
 not in tagged types

m Message Obj
- id

- fields

(access) Msg Obj II (access) Msg Obj

II (access) Msg Obj II (access) Msg Obj

Message Object Adapter
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

: |
s Message Obj -

- id
- fields

II (access) Msg Obj II (access) Msg Obj

I_|—|_L

(access) Msg Obj (access) Msg Obj

2020-01-30

use a private type

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

SPARK

Restricted support for
pointers

non-aliasing
not in tagged types
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Information Hiding with Private Types

type SPARK_Obj 1s private;

private
pragma SPARK_Mode (Off);

type SPARK_Obj 1s new Obj_Any;

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Information Hiding with Private Types

type SPARK_Obj 1s private;
function Wrap (X : Obj_Any) return SPARK_Obj with SPARK_Mode = Off;

function Unwrap (X : SPARK_Obj) return Obj_Any with SPARK_Mode = Off;

private
pragma SPARK_Mode (Off); wrap (X : Obj_Any) -» (SPARK_Obj (X))
type SPARK_Obj is new Obj_Any; lé;‘svgap (X i SPARK_Obj) -» (ObJj_Any

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore 62



Information Hiding with Private Types

type SPARK_Obj 1s private;
function wrap (X : Obj_Any) return SPARK_Obj with SPARK_Mode = OffT;
function Unwrap (X : SPARK_Obj) return Obj_Any with SPARK_Mode = Off;
function Deref (X : SPARK_Obj) return Obj’Class;
private

pragma SPARK_Mode (OffT); Deref (X : SPARK_Obj) - (X.all)

type SPARK_Obj 1s new Obj_Any;

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
adCCess - id ‘
- fields Wrap

II (access) Msg Obj II (access) Msg Obj

(access) Msg Obj (access) Msg Obj

S

2020-01-30

SPARK

« Restricted support for

pointers

* non-aliasing

 not in tagged types

o ETIT -

Deref

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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Ada-SPARK Interface

Ada

« Retain data model

« Same use of pointers
« dynamic dispatch
e reduce copying

Message Obj
adCCess - id ‘
- fields Wrap

II (access) Msg Obj II (access) Msg Obj

S

(access) Msg Obj (access) Msg Obj

SPARK

« Restricted support for

pointers

* non-aliasing

 not in tagged types

o ETIT -

Deref

Lazy & Light-Weight

2020-01-30
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Proving Correctness

2020-01-30

SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

Formalize
requirements
for and prove
correctness of
the service
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« operating regions are valid | E

« keep-in zones are valid
« keep-out zones are valid

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

Proving Correctness

validator.ads

validator.adb

. check validity of

« Operating regions
« keep-in zones
« keep-out zones

« provide meaningful error
messages if invalid

6/



Proving Correctness

validator.ads validator.adb

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore

v Functional Correctness

v Absence of Run-Time
Exceptions
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Proving Correctness

validator.ads validator.adb

v Functional Correctness

v Absence of Run-Time
Exceptions

And We Found a Bug in the Original C++!

2020-01-30 SPARK for UXAS - ERTS 2020 - © 2020 AdaCore
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First Step

SPARK
A

(Full) Ada

2020-01-30
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Our OpenUxAS Demo
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— C++ 11
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Our OpenUxAS Demo

lojeplien
1Sonbay uonewolny
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— C++ 11
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Our OpenUxAS Demo

C++4+ OpenUXxAS Process

Jd0}epljeA
1sanbay uonewolny
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Our OpenUxAS Demo

SPARK
A

A

(Full) Ada
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Our OpenUxAS Demo

SPARK / Ada OpenUXxAS Process

Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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Our OpenUxAS Demo

SPARK / Ada OpenUXxAS Process C++ OpenUXAS Process

Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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First Step

2020-01-30

What's Next?
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Goal: All Components in SPARK ...

SPARK
A

A

(Full) Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore

SPARK
= —Or_
C++ 11
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Next Step: Refactor for Proof

SPARK
A

Currently as Close to the C++ as Possible

A

(Full) Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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Next Step: Refactor for Proof

SPARK
A

Refactor to Accelerate and Simplify Proof

A

(Full) Ada

2020-01-30 SPARK for UxXAS - ERTS 2020 - © 2020 AdaCore
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Follow Our Progress!

github.com/AdaCore/OpenUxAS/tree/ada

AdaCore / OpenUxAS ® Watch~v 0 wstar 0  YFork 26

forked from afrl-rq/OpenUxAS

<> Code Pull requests 0 Projects 0 Security Insights

Project for multi-UAV cooperative decision making

) 699 commits I 33 branches © 2 releases 22 11 contributors 5[5 View license

Branch: ada » New pull request Create new file = Upload files = Find File Clone or download ~

README.md
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