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Overview

* Motivation for the project
* Focus on costs and certification (ie safety)

* Overview of the software development and
verification

e Results
e Future work
* Wrap up
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Difference?
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Machines

Attention paid in real time ... &..... How we communicate
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MOTIVATION
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Beyond Visual Line of Sight (BVLOS)

* Aircraft in line of sight are under control of the
user

— User expected to react to issues and is responsible

 BVLOS the aircraft has to be able to react to
iIssues without intervention by the user

— Implies a really complex piece of software

Behaviour must be as another
Also implies an expensive air user would expect it to react

piece of software!
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FOCUS ON COSTS AND CERTIFICATION
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Does
‘acceptable’
mean
functionality as
well as safety?

How to make
sure the kit is
acceptable to
the market?

How to make kit
affordable to
the market?
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Systems, Software and Certification

System
Requirements\
N Software Development cost*: 20-50%

Requirements \

Software

Design \
Source
Code \
=E>gcu=tagle=
Verification cost™: 50-80% Object Code

* % of total: Variation caused mainly by integrity level
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Systems, Software and Certification

Syst
Rquiieer;nents\% $ + TOOlS
$% \ Software % $
Requirements \
$ % Software % $

Source Compiler

Code \

Object Code
Processor
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Forum for Aeronautical Software

* Asked by EUROCAE/RTCA to provide a white paper on
use of ED-12C for UAS

— Published Feb 2019
* Engaged with participants in JARUS WG
— Confused about DAL vs Software Level
— Also confusion over how to use these in design
— Weight issues and use cases not well thought out in SORA

* Enabling BVLOS decision making system will be safety
critical and implies DAL A system and Level A software
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Typical Project Costs (Level A)

ypicalcost profile for software development
$20,000,000

Barrier to
market entry

$15,000,000

$10,000,000

Typical Spend

$5,000,000

Cost profile independently validated by York Metrics
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RTCA DO-178C/EUROCAE ED-12C &
ASSOCIATED DOCUMENTS
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A-3.2 Accuracy & Consistency
A-3.3 HW Compatibility

A-3.4 Verifiability

A-3.5 Conformance

A-3.7 Algorithm Accuracy

A-4. 8 Architecture Compatib

ifity

System

A-3.6 Traceability
-2:1,2)

High-Level

. A-6.1 Compliance
Requirements

A-6.2 Rebustness

A-4.1 Compliance
)0\-4.6 Tracegbility

(A-2:3,4,5
A 4

A-4.9 Consistency

A-4.10 HW Compatibility
A-4.11 Verifiability
A-4.12 Conformance

Architecture
A

Low-Level
Requirements

A-4.13 Partition Integrity

A-5.2 Complia

A-5.3 Verifiability

A-5.4 Conformance

A-5.6 Accuracy & Consistenc
A-5.8 PDI Complete&=€0TTect
A-5.9 PDI Verj#

A-7.9 Untraceable object code

A-5.7 Complete &

ce

\

(0]

A-5.1 Complfiance

(A-2: 6) A-5.5 Traceability

Source Code

I
(A-2: 7)

rect A

Exectable
Object Code

A-6.3|Compliance

#Tth Target

Verification Objectives — DO-178C

A-7.1 Procedures are correct
A-7.2 Results are Correct
A-7.3 Test Coverage of HLRs
A-7.4 Test Coverage of LLRs
A-7.5 MC/DC

A-7.6 Decision Coverage
A-7.7 Statement Coverage
A-7.8 Coupling Coverage

A-4.2 Accurscy & Consistency
A-4.3 HW Conmpatibility
A-4.4 Verifiabili

A-4.5 Conformance
A-4.7 Algorithm Accurg

Compliance: with requirements
Conformance: with standards
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System
Requirements

FM.A-3.2 Accuracy & Consistency
FM.A-3.3 HW Compatibility

1
A2:1,2)

FM.A-3.4 Verifiability
FM.A-3.5 Conformance
FM.A-3.7 Algorithm Accuracy

High-Level
Requirements

[FM.A-3.8-11 Additional Objectives]|
FM.A-4. 8 Architecture Compatipility

FM.A-4.1 Compliance

(FM.A-2: 3, 4,f8Y1-A-4.6 Triceability
: 3,4,

FM.A-6.1 Compliance

Verification Objectives — DO-333

FM.A-3.1 Compliance
FM.A-3.6 Traceability

FM.A-7.1 Procedures are Correct
FM.A-7.2 Results are Correct
FM.A-7.3 Coverage of HLRs
FM.A-7.4 Coverage of LLRs
FM.A-7.5-8 Structural Coverage

Robustness

FM.A-4.9 Consistency

FM.A-4.10 HW Compatibility (\J
FM.A-4.11 Verifiability Software

Architecture
A

FM.A-4.12 Conformance

Low-Level
Requirements

FM.A-4.13 Partition Integlity

FM.A-4.3 HW

[FM.A-4..14-17 Additional Objectives

FM.A-5.3 Verifiability
FM.A-5.4 Conformance

¥LM.A-5.2 Compllance

FM.A-5.1 Cgmpliance
(FM.A-2: 6) FM.A-5.5 Traceability

FM.A-5.6 Accuracy & Consistenc
FM.A-5.8 PDI Com orrect

Source Code

FM.A-5.9 PDI )&Tified
[FM.A-5.10-13 Additional Objectiles|
FM.A-7.9 Property Preservation

FM.A-5.7 Compley

[FM.A-7.10 Additional Objectives |

xectable
Object Code

FM.A

JAY

6.3 Compliance
4

Compliance: with requirements
Conformance: with standards

ple-With Target



TTTTTTTTTTTTTTT Verification Objectives — DO-333

System
Requirements
(FM.A-I2: 1,2)

v

High-Level
Requirements

(FM.A-2: 3, 4, 5)
A 4

Software | Desij gn Low-Level
Architecture equirements

(FM.A-2: 6)

Source Code

[
(FM.A-2: 7)

Executable
Object Code
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Systems, Software and Certification

System

Requirements \ DO-333

\ Software Table FM.A-2 Objectives
Requirements \ Table FM.A-3 Objectives
Software Table FM.A-4 ObJ:ect!ves
Design '\ Table FM.A-5 Objectives
Table FM.A-6 Objectives

Source Table FM.A-7 Objectives

Code \

Executable

Object Code —
Processor
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DO-178C — Section 4 Planning

e Section 4.4: Software Life Cycle Environment Planning

— The goal of error prevention methods is to avoid errors during the
software development processes that might contribute to a failure
condition. The basic principle is to choose requirements development
and design methods, tools, and programming languages that limit the
opportunity for introducing errors, and verification methods that
ensure that errors introduced are detected.

e Section 4.5.c: Software Development Standards

— The software development standards should disallow the use of
constructs or methods that produce outputs that cannot be verified or
that are not compatible with safety-related requirements.
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OVERVIEW OF THE SOFTWARE
DEVELOPMENT AND VERIFICATION
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D-RisQ Product Principles

Removal of opportunity for error introduction (Section 4.4)
Enforce various standards to enable verification (Section 4.5.c)
Use commercially available technology familiar in the market, then independently

apply rigour
— Enable adaptation of existing processes
— Little or no re-training

Use mathematical techniques to replace [statistics based] testing: enable proof
— As far as possible, hide all the maths

Provide evidence to support system certification
— Includes IEC 61508, IEC 60880, EN50128/9, DO-178C, 1S026262...

cf Laptop; you don’t need to know how a laptop works to be able to use it
Aim is to develop licensable technology
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Verification Approacb

Activi Jaim
Descriy et
In ° FM8 Formal analysis cases and procedures ar FM 6.3.6.a 16.3.6 Teol Qualification and
° epEI l el lce al l au OI I la IOI l ot FM 6.3.6b procedure:
FM9 | kormal analy: ults are correct and FM6.3.6.c | 1636 ol Qualifi d
cedures
discre pancies
1 i ’ f ; S; n explained
. I g u ra C e FM10 Requirements formalization is correct. FM 6.3.i 6.3.i Tool Qualification material

supplied by D-RisQl

FM11 | Formal method is correctly defined, FM.6.2.1 M.6.2.1a Tool Qualification material
justified, and appropriate M.6.2.1b | Supplied by D-RisQ
.6.2.1c

Development
Artefact 1
Language 1

—

FM 6.3.i v

Development
Artefact 2
Language 2

FM 6.3.6.a-c

v FM 6.3.i

Appropriate
Mathematical
Representation

Automatic Proof

[replacing manual review/test]

Appropriate
Mathematical
Representation

FM.6.2.1

FM.6.2.1
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Describing UAV Behaviour

System System Requirements
e
Requirements\ Document (SRD) Informal
\ Software Software Requirements
) . —> F ”?
Requirements \ Specification (SRS) orma

SRD describes ‘Must have’ |
| ‘Never have’ and
‘Failure’ behaviours

__________________________________________

Softvyare ' SRS adds detail needed
Design | i
\ | to enable design 5

Source

Code \

Object Code
Processor
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Describing UAV Behaviour

System
Requirements

SREtem Requirements
Document (SRD)

Software
Requirements

SBftware Requirements
Specification (SRS)

Software

Design \

Source

Code \

Need to note ED-12C
_Executable

Section 4.4 (Avoiding errors, etc), and 00— ASCEMARIG

Section 4.5.c (Standards) Ogggg’égs%?e
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REQUIREMENTS - KAPTURE
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Kapture

Features:

* 6 requirement templates with |,
various options (all ‘verifiable’) ~

* Separate data dictionary s

* Definitions and Assumptions oo s o e

e Offers drop down easily fill
menu for text

e Help easily visible

e Export to various formats

e \Various filters

* Expansion for System
requirements link

e Assures ‘healthiness’ of
requirements

D-Risl Kapture - Undercarriage_full kapture

ions | Data Dictonary | Assu

ptions | Template Vie

Inleck Left Leg from Up Position

LRD : Left Leg Reaches Down Position

RSRLLD : Left Leg is Locked inta Down Position

RS/RHLDUM : Unlock Left Leg from Down Position - Add Context

ULRU : Lett Leg Reaches Up Position

UCISRS/RALLU : Left Leg is Locked into Up Posiion

ISRSIRGIL ; Left Leg Up Indicator
L : Lett Leg Down Indicaror

UC/SRSIRBIL : Left Leg Transit Indi

SRSIRIL : Lett Leg Fails 1o Lock

UC/SRS/R12/CmaR : Leg retraction

UC/SRSR13L : Left Weight on Wh

Indicator

UC/SRS/R1/KD : Klaxon A

e : Kiaxon Alert

£:Left Light Alert

n Q) Type here to search

Fillers x | UCIS

I UCISRSRALDUR
while (REQUIREMENT )
Slot Template @

+ (Dol

the left i down and unlocked mode at the

Version | Title Uniock

from Down Position

Informal Description @

After a delay of Delay
execution cycles from start-up

,.

end of fhe 1o
shail hald

while

the left leq is in down and locked mode at
the start of the round
and he left leg is yniocked

at each time step, a predicate Consequence

is required to be

Unil Curtai

Da not consider from the point at which, i eve:
Curtal bec

While

While should be set to one of the following:
while

Guard

o time step, a predicate Guard can be
either true or false depending on the current
Fantd

but otherwise Alternative

at each time step, a predicate Altermative is
required to be

Backward Traceabi

i Traceability

o x

D-RTSQ Kapture
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Describing Behaviour

System SRD
Requirements \ DO'333
[/ ="\ " "=-"-—"==-""-"=== 1
Software SRS .
| _ Table FM.A-2 Objectives
L _Ka_pt_U_r_e_ _ Reguirements | i, — Table FM.A-3 Objectives

Software

Design \

Source

Code \

Executable

Object Code —
Processor
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Table FM.A-3 — Verification of Output Design Process
Objective Activity Claim
Description Ref Ref
1 — . . . FM.6.3.a
High-level requirements comply with system requirements. EM.6.3.1 FM.6.3.1
FM.6.3.b
2 High-level requirements are accurate and consistent. FM.6.3.c FM.6.3.1
FM.6.3.1.b
.6.3. K r n rt thi :
3 High-level requirements are compatible with target computer. FM.6.3.d FM.6.3.1 apture do,es ot support this aspect
FM.6.3.1.c manual review
4 _— . . FM.6.3.e
High-level requirements are verifiable. EM.6.3.1.d FM.6.3.1
5 _— . FM.6.3.f
High-level requirements conform to standards. EM.6.3.1.e FM.6.3.1
6 . . . FM.6.3.g
High-level requirements are traceable to system requirements. FM.6.3.1
FM.6.3.1.f
7 . .
Algorithms are accurate. FM.6.3.h EML6.3.1 Algorithm accuracy can be partially
FM.6.3.1.g shown through the use of Kapture
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Software High Level Requirements

 These were developed in Kapture and formed the Software
Requirements Specification (SRS)

— Formal semantics given to English constructs
— Validated behaviour

* Described the behaviour required in order to comply with SERA
— Drop 1 basic functionality

— Drop 2 gave extended behavioural capability; behaves as though
‘manned’

e Credit for certification can be taken or/and reviews done
additionally

— NB Has to be some review between SRS and SRD

Off to Software Design
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DESIGN & VERIFICATION -
MODELWORKS
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Decision Making System

Target information

| _sera 1

range, range_rate
bearing, bearing_rate

speed, bearing

Human input
(Override)

Own position

Steering Propulsion
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A General Architecture

Sensor 1 Sensor 2 Sensor N Argument ‘?VG" spectr_um_ _
I | coverage, equipment reliability
Sensor Fusion Accuracy of target, FAR
Manual Override Path Planner Low integrity, risk based
| !
hich REBAGASE Engine ). Focus of D-RisQ work;
: I - \ tbd high integrity
!

Autopilot -~ — Low integrity (currently)
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System Architecture

Low Integrity System

Low Integrity System

determines waypoints

Mission Planner

Full Path
Navigation

Navigation control is split into two parts
with the High Integrity LRE policeman in-between

next waypoint request

High Integrity System

obstacle data
—

Last Response Engine

S ———
status and (Callen

course advice

avoids collisions

Last Response Engine
-Lenz) Interface

1

autopilot
command

Real-Time Autopilot

Next waypoint
navigation

UAV and obstacle data |

Sensors

l control signals

Actuators
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Systems, Software and Certification

System SRD
Requirements \ B

o e N 1 DO-333
K t Software Il SRS Table FM.A-2 Objectives
BP Ure™ Rrequirements \, | Table FM.A-3 Objectives
J — Table FM.A-4 ObJectlves

Software |

: Modelwork Simulink 1 £ A5 Objectives

———————————————— - able FM.A-6 Objectives
Source ble FM. Obijecti

Code \

Executable

Object Code —
Processor
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Low Level Requirements/Architecture

* The design in Simulink was verified wherever
possible using Modelworks
— Some things not verifiable formally
— “The software shall be developed to ED-12C Level
A” is not formally verifiable

* |[n order to do this, both requirements and
Simulink have semantics expressed in CSP
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Modelworks Process

Key:
Ka Pture Automatic —
Requirement Manual ————
Semi Automatic > .
Design Standard
Formal Entity | Model
Requirement " Dictionary Advisor

Counterexample

N

~) Simulink

Animator

Model €

\
i

Formal Analysis model CSP

Modelworks ‘(
Proven

Off to codin2>
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Modelworks & Table FM.A-4 - LLR

Objective Activity Claim
Description Ref Ref
1 . .
Low-level requirements comply with high-level requirements. FM.6.3.a FM.6.3.2 Al e).(cept s e lesieny @ aliee
FM.6.3.2.a requirements
FM.6.3.b
2 Low-level requirements are accurate and consistent. FM.6.3.c FM.6.3.2
FM.6.3.2.b
3 Low-level requirements are compatible with target computer. Emggg c FM.6.3.2 | Review items include resource use
4 . . FM.6.3.e
Low-level requirements are verifiable. EM 6.3.2.d FM.6.3.2
5 i . FM.6.3.f
Low-level requirements conform to standards. EM.6.3.2.e FM.6.3.2
6 . . . FM.6.3.g
Low-level requirements are traceable to high-level requirements. FM.6.3.2
FM.6.3.2.f
¢ FM.6.3.h
Algorithms are accurate. FM.6.3.2. FM.6.3.2

37



“Modelworks & Table FM.A-4 - Architecture

Objective Activity Claim
Description Ref Ref
8
Software architecture is compatible with high-level requirements. |FM.6.3.3.a | FM.6.3.3
FM.6.3.c
Software architecture is consistent. FM.6.3.3
9 FM.6.3.3.b
10 FM.6.3.d Can check some aspects; remainder
Software architecture is compatible with target computer. FM.6.3.3 . . P ’
FM.6.3.3.c require review.
11 FM.6.3.e
Software architecture is verifiable. FM.6.3.3
FM.6.3.3.d
12 ) FM.6.3f
Software architecture conforms to standards. FM.6.3.3
FM.6.3.3e
13 . . )
Software partitioning integrity is confirmed. FM.6.3.3.f | FM.6.3.3

38
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Drop 1 Simulink Model

adal condiaste fareground 1P ownad painfly by D i3 and Callen Lanz under the Terms of the Callaborshian Agmement far 1K proyect 103663
Operations.
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ety, Reliabilty and Airvo dhines of BLOS Autanomaus Ui

Tha contan
Erhancing
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% DO-BVLOS-LRE-SRD-030.00 - UAV Input Parametsrs S
0275} N
Avoid
UsSpeedorth o [veos S - . % DQBYLOS-LRE-SAD-110.00 - LRE Outputs 1o the Autopilot
% DO-BVLOS-LRE-SRD-030.00 - UAV Input Parameters — 7D
TED AcvisedmvSpeedNorth
UsvEpesdEas 2 C v % DQBYLOS-LRE-SAD-10.00 - LRE Outputs to the Autopilot
CowsOmGRwa . AVS0G SpesdDamand o3 w
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-
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. ot
A % DQ&VLOS-LRE-SRD-110.00 - LRE Outputs to the Autopilot
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% DQ-BVLOS-LRE-SRD-030.00 - UAV Input Farameters
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R_ECEF
% DO-BVLOS-LRE-SRD-030.00 - UAV Input Parameters
" R_UAv_ECEF

% DQ-BVLOS-LRE-SRD-340.00 - LRE Collision Av cidance Outputs:
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% DG-BVLOS-LRE-SRD-030.00 - UAV Input Parameters Than
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‘consitute fore

Jointly by D-RIsQ and Ca
d Al worth iness of BLOS Autonomous UAV Operations

Drop 2 Simulink Model

oration Agraem ent for UK project 103663

AdviseaUavREEOIGIMD

MavAction

TCRA

D

Obsid

AgvisedTumODNec tion

MavThreaiLevel

LreColisionRisk

~TiD

CpaHortz

Cpaven

Funcion
= e % D-BVLOS-LRE-SRO-10.00 - LRE Outputs to the Autopilot
% DQ-BVLOS-LRE-SRD-030.00 - UAV Input Parameters UavStat TePA rera Adviesd.
LUAY  UsvC o6
UsvEpeedNorth
coa oA
% DQ-BVLOS-LRE-SAD-030.00 - UAY Input Parameters
E_uav s Uasea AduiseaUa
UavSpeecEsst " »
UpdateUavState Consider
UBvCoG
OostacieiD_|
pa ront  AovissUavRateOfCLImD)
™ g RA % DQ-BVLOS-LRE-SRD-340.00 - LRE Collision Avoidance Outputs
M_REL
airpaceFrReFOrSERA e Freerol
% DQ-BVLOS-LRE-SRD-030.00 - UAY Input Parameters pore = [ ] % DQ-BYLOS-LRE-SRD-340.00 - LRE Collisicn Av oidance Outputs
@D Lot atinad§ Jei lobgacielD TCPA_
Usvistiude Eneoun -
% DQ-BVLOS-LRE-SRD-030.00 - AV Input Parameters o ReL
LavLongitude -
Uaviongtuge Vi Nl % DG-BYLOS-LRE-SRD-340.00 - LRE Collision Avoidance Outputs
% DQ-BVLOS-LRE-SRD-030.00 - UAV Input Parameters mﬂw "dDBJ"\
UavAlitud . NY ObstacleiD_
VavAltitude ‘
% DQ-BVLOS-LRE-SRD-040.00 - Sensor Obstacle Parameters VEn Enie
ObsLatitude
- - - % DQ-BVLOS-LRE-SRD-10.00 - LRE Outputs to the Autopilot
% DG-BVLOS-LRE-SRD-040.00 - Sensor Obstacie Parameters - \d -REL
- vonle Mvonie AdvsaTu
gituce
ObeLongeude
% DQ-BVLOS-LRE-SRD-040.00 — Sensor Obstacie Parameters
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Pl o o % DQ-BVLOS-LRE-SRD-340.00 - LRE Collision Avoidance Outputs
MavTheaiLevel
edNorth
ObsSpeedNorth " o8s 3
ObsSpeedEag % DQ-BVLOS-LRE-SRD-120.00 - Other LRE Outputs to the UAV
ObsSpeedtast
NonSERAI L
7 ObsRateOICim VE_OBS| »|ve_oss
ObsRateOfChimb
" % DO-BVLOS-LRE-SRO-340.00 - LRE Collision Avoidance Outputs
% DQ-BVLOS-LRE-SRO-040.00 - Sensor Obstacle Parameters Ve -0B8 Gaatonz_
Type s Cantonz
% -BVLOS-LRE-SRD-030.00 - UAV I it P; eter
na nput Parameters OtsiackeRelaveLocations % DQ-BVLOS-LRE-SRD-340.00 - LRE Collision Avoidance Outputs
[Fasessrakancs e d EnaciRusAndiioniior
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e

Irm

ship-Package’

LreHearbest

% Note is actually cda

% Note is actually cda
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RESULTS
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LRE Assumptions

* Any obstacle detected is assumed to be real
— This is a sensor issue/sensor fusion issue
— Might mean LRE reacts to false targets, but that’s safe

* Behaviour rules may not be the ‘right rules’

— All we needed to show is that the LRE implements the
rules

— Adjustment to eg parameters can be easily made and
incorporated
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15t Flight Trial — 26 July 2018

, SkyEcho (ADS-B threat vehicle)

@ QGroundControl Waypoints

~  Multirotor flight path (~3m/s, 20m) }

? | 9
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“Behavioural Changes Dropl: Drop2

Tt24A d glm gbtl mogth tt btl

51.24

51.22

(43}
=
N

51.18 [

Latitud e [deg]

51.16

51.14

51.12

-1.9

-1.84
Longitude [deg]

-1.82

Drop 1 SERA: Starboard 90
+ Further manoeuvres

, Test 24 - Avoid multiple moving obstacles among other static obstacles
51.22 é\ @
o
512 1
— =
o
()]
S,
-051 18 Ht ( a
=
E
o
51.16
R s
51.14 °
' o o
51.12 - -
19 -1.85 18 .75

Longitude [deg]

Drop 2(Permitted) non-SERA: Port 90
Most effective manoeuvre
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Drop 2 Patholggical Case
> ____________ . |
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Simulation

:
S I
.20 > mummulllll i

o)(. J)_,) ,{
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COST SAVINGS
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Effort per Model — PICASSOS (2017)

1SO26262 ASIL D
40
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System
Requirements

FM.A-3.2 Accuracy & Consistency
FM.A-3.3 HW Compatibility

1
A2:1,2)

FM.A-3.4 Verifiability
FM.A-3.5 Conformance
FM.A-3.7 Algorithm Accuracy

High-Level
Requirements

[FM.A-3.8-11 Additional Objectives]|
FM.A-4. 8 Architecture Compatipility

FM.A-4.1 Compliance

(FM.A-2: 3, 4,f8Y1-A-4.6 Triceability
: 3,4,

FM.A-6.1 Compliance

Verification Objectives — DO-333

FM.A-3.1 Compliance
FM.A-3.6 Traceability

FM.A-7.1 Procedures are Correct
FM.A-7.2 Results are Correct
FM.A-7.3 Coverage of HLRs
FM.A-7.4 Coverage of LLRs
FM.A-7.5-8 Structural Coverage

Robustness

FM.A-4.9 Consistency

FM.A-4.10 HW Compatibility (\J
FM.A-4.11 Verifiability Software

Architecture
A

FM.A-4.12 Conformance

Low-Level
Requirements

FM.A-4.13 Partition Integlity

FM.A-4.3 HW

[FM.A-4..14-17 Additional Objectives

FM.A-5.3 Verifiability
FM.A-5.4 Conformance

¥LM.A-5.2 Compllance

FM.A-5.1 Cgmpliance
(FM.A-2: 6) FM.A-5.5 Traceability

FM.A-5.6 Accuracy & Consistenc
FM.A-5.8 PDI Com orrect

Source Code

FM.A-5.9 PDI )&Tified
[FM.A-5.10-13 Additional Objectiles|
FM.A-7.9 Property Preservation

FM.A-5.7 Compley

[FM.A-7.10 Additional Objectives |

xectable
Object Code

FM.A

JAY

6.3 Compliance
4

Compliance: with requirements
Conformance: with standards

ple-With Target
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""" Verification Objectives — DO-333

FM.A-4. 8 Architecture Compatipility

High-Level
Requirements

(FM.A-2: 3, 4,
Y

FM.A-4.1 Compliance
I@YI.A-4.6 Triaceability

FM.A-4.9 Consistency
FM.A-4.10 HW Compatibi
FM.A-4.11 Verifiability
FM.A-4.12 Conformance
FM.A-4.13 Partition Integ

ity

Architecture

Low-Level
Requirements

[FM.A-4..14-17 Additional Objectives

FM.A-4.2 Accuracy & Consistency
FM.A-4.3 HW Compatibility
FM.A-4.4 Verifiability

FM.A-4.5 Conformance

FM.A-4.7 Algorithm Accuracy
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FM.A-4.9 Consistency

Verification Objectives — DO-333

High-Level
Requirements

FM.A-4. 8 Architecture Compatipility FM.A<4.1 Compliance

(FMA2: 3, 4 E1-A-4.6 Thceability
3

FM.A-4.2 Accuracy & Consistency
FM.A-4 10 HW Comp i FM.A-4.3 HW Compatibilif
FM.A-4.11 Verifiability Software Low-Level FM.A4.4 Verifiabiliy v
FM.A-4.12 Conformance Architecture Requirements
fity

FM.A-4.13 Partition Integ|

FM.A-4.5 Conformance

[FM.A-4..14-17 Additional Objectives

FM.A-4.7 Algorithm Accuracy

Typical spend

Cumulative Savings from D-RisQ Tools
$20,000,000

$15,000,000 /

o ﬂ
60 | e
vl
& & o8 & F S » &
& <& o <& <& S <&
S & & & @&
Q.
Cost

Previous trials have shown
that we can make circa 80%
direct savings in this area

~25%

There are indirect savings to
be had later in the life cycle
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FUTURE PLANS
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Systems, Software and Certification

System
Requirements \ DO'333
\ Software o
Table FM.A-2 Obijectives
Kapture Requwements \ Table FM.A-3 Objectives

_-— _Sc;ft_wgrg ————— Table FM.A-4 Objectives

Design -\ / Table FM.A-5 Objectives

“Object Code —
Subject of a UK Grant project (HICLASS) over 4 years Processor
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Systems, Software and Certification

System
Requirements \ DO'333
\ Software —
_ Table FM.A-2 Objectives
Kapture™ requirements \, Table FM.A-3 Objectives
Table FM.A-4 Objectives
Soft

Modelwork ortware Table FM.A-5 Objectives

Design
g_ I _-{:'_Tgble_FIYI.A-G Objectives

Source ble FIWM.A-7 Objectives

CLawz® Code \ :
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Systems, Software and Certification

System

Requirements \ Proof
\ Software <

Requirements Proof
Software
Design

Source
Code

Proof

“Object Code
Processor
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Systems, Software and Certification

System

Requirements \

Softwake

Design \\\

DO-333

Table FM.A-2 Obijectives
Table FM.A-3 Objectives
Table FM.A-4 Objectives

Table FM.A-5 Objectives

\ Table FM.A-6 Objectives
* Source Table FM.A-7 Objectives

Processor
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D-RisQ & Table FM.A-7 - Coverage

Objective Activity Claims
Description Ref Ref
FM.6.7.2.a
FM 1 |Formal analysis cases and procedures are correct. FM.6.7.2
FM.6.7.2.b
FM 2 | Formal analysis results are correct and discrepancies explained. FM.6.7.2.c | FM.6.7.2
FM 3 | Coverage of high-level requirements is achieved. FM.6.7.1.a | FM.6.7.1.1
FM 4 | Coverage of low-level requirements is achieved. FM.6.7.1.b | FM.6.7.1.1
FM FM.6.7.1.2 | Use of complete D-RisQ toolset
5-8 | Verification coverage of software structure is achieved. FM.6.3 FM.6.7.1.3 1 in addition to an informal
FM.6.3.4.e | FM.6.7.1.4 analysis (dead code)
FM.6.7.1.5
FM9 | Verification of property preservation between source and object EM 6.7 f EM.6.7
code
FM10 FM.6.2.1.a
Formal method is correctly defined, justified, and appropriate FM.6.2.1 |FM.6.2.1.b
FM.6.2.1.c
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Add automated code verification

Cumulative Savings from D-RisQ Tools

$20,000,000
$15,000,000 /
=}
| =
@
2 /
2 $10,000,000
9
s
- /
$5,000,000

S0

vl 4 3
& & & o L o0 N o
& N @ 2 &, > & e
&8 9 &8 Y S &8
< & & & " &
N 4 N S\ < @

Verification Objectives — DO-333

Table FM.A-5 Objectives
Table FM.A-6 Objectives
Table FM.A-7 Objectives

4
~25%

FM.A-3.1 Compliance
FM.A-3.2 Accuracy & Consistency FM.A-3.6 Traceability
FM.A-3.3 HW Ci
FM.A-3.4 Verifiabllity
FM.A-3.5 Conformance
FM.A-3.7 Algorithm Accuracy

FM.A-7.1 Procedures are Correct
FM.A-7.2 Results are Correct
FM.A-7.3 Coverage of HLRs
FM.A-7.4 Coverage of LLRs
FM.A-7.5-8 Structural Coverage

High-Level
Requirements

FM »\-6 1 Compllance
pbustness

FIM.A-4.1 Compliance
P23, 4 Y1440 Tipceabilty

FM.A-4.9 Consistency

FM.A.10 HW

FM.A~4.11 Verifiability Software
FM.A-4.12 Conformance Architecture
FM.A-4.13 Partition Integlity

[FM.AS.72-17 Additional Objectives Ly s s 2

FM.A-4.2 Abquracy & Consistegly
FMLA-4.3HW Gompatibilty

Low-LeveI
uirements

FM.A-5.1 Cgmpliance
(FIIA 2: 6) FM.A-5.5 Tyaceability

FM.A-5.3 Verifiability

FM.A-5.4 Conformance FM.A a_acompllanc

FM.4-6.4 Robu:
FMA-2: 7) -
e o tibleWith Target
G Executable Bﬁ
Object Code

Compliance: with requirements

FM.A-7.9 Property Preservation Conformance: with standards.

__M A-7.10 Additional Objectives ]
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WRAP UP
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Future Exploitation (Air)

* Build upon ESRA BVLOS project with Callen-Lenz

* Project to develop an assurance framework for
swarms
— Uses off-the-shelf swarm algorithm for demonstration

— Included a formal verification of:

* Overall swarm behaviour: normal, failures and collision
avoidance

* Future civil and military applications
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Maritime

* Provision of advanced manoeuvring monitoring for
underwater vehicles using BVLOS principles
— Being tetherless is the crucial aspect

e Requires ‘supervised’ autonomy
* High integrity software

— |In 2 use cases:

* Nuclear decommissioning
e Off-shore

e Surface vessel developments also...on the horizon!
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Summary

There are 3 things necessary to make the autonomous unmanned vehicle
market:

— Development of high integrity decision making software is necessary for
autonomous UAVs (and other vehicles)

* Whatever their size/task
— Has to be at an affordable cost

— Has to be to internationally recognised software standards
Achieving all 3 will open up the market; less than all 3 will not

D-RisQ products Kapture and Modelworks are already showing major
benefits

Future development of CLawZ and FEVER will result in further significant
savings
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