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A Safety Argument Structure
for Neural Network (NN) based systems
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… <list of methods> …
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Quantitative …

1. … Analysis methods:

Are needed concepts used?

2. … Measures:

Enforce usage of needed concepts!

and

3. a strategy to mitigate the 

A Safety Argument Structure
What is needed?
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Correct internal 

representation

Feature visualization

Attribution analysis

Concept embedding 

analysis/enforcement

Black-box
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behaves like
(Fong and Vedaldi 2018) "woodish"

"greenish"

"treeish"

𝑣𝑤
𝑣𝑡

𝑣𝑔

a vector space of 

semantic concepts

Given

resp.
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How to use semantic vectors? How to obtain / evaluate semantic vectors?

Concept Embeddings
Concept Embedding Analysis
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∘ 𝑣𝑤

Wood predicted if

"woodish" > 𝑡𝑤

"woodish"

∘ 𝑣𝑤

main task

resp.

∘ 𝑣𝑤

"woodish" at …

1. Quantitative

analysis
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Experiment Setup
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15 class 

classification

digit-sized window

in 3rd layer

4 ReLU-Conv 

layers

“contains digit 3?”

∘ 𝑣𝑤

w: Weights of 3x4 

Conv w/ sigmoid 

activation

GTSR
(Stallkamp et al. 2011)

𝑥 =

= 𝑀𝑝𝑟𝑒𝑑(𝑥)

Evaluation:

𝑠𝑒𝑡 𝐼𝑜𝑈 𝑥 =
σ𝑥𝑀𝑡𝑟𝑢𝑒 𝑥 ∩𝑀𝑝𝑟𝑒𝑑 𝑥

σ𝑥𝑀𝑡𝑟𝑢𝑒 𝑥 ∪𝑀𝑝𝑟𝑒𝑑 𝑥
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› Receptive field size matters!

→ Predict concept centers

› Tried modifications:

› (iou) Continuous ground truth (g.t.)

› (w) Balance loss

› Pretrain

› Different losses

(si, siou, bc, mse)

Concept Embeddings
Findings
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IoU encoded

bc:
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Use concept output as additional objective! How to use this as safety measure?

1. Train NN

2. Choose concepts & relations
(ontology, experience)

3. Formulate rules

4. Verify concepts & rules
(using concept embedding analysis & solvers)

5. Enforce concepts & rules
(e.g. via loss)

Application Proposals
Concept Enforcement
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"woodish"

∘ 𝑣𝑤

main task

resp.

∘ 𝑣𝑤

"woodish" at …

2. Quantitative

enforcement
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Can a meaningful vector basis be found? How to achieve this?

1. Identify/enforce concepts

2. Reduce output space to that

(sub-)vector space
(pruning, projection, …)

3. Split NN & 

retrain bottom / 

apply new bottom

Application Proposals
Modularization
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3. Black-box 

mitigation

"woodish"

∘ 𝑣𝑤

main task

Yes! (Losch, Fritz, and Schiele 2019)
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Quantitative …

1. … Analysis methods:

Are needed concepts used?

2. … Measures:

Enforce usage of needed concepts!

and

3. a strategy to mitigate the 

Summary
What is needed:
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Black-box

Concept embedding analysis

Concept embedding enforcement

Modularization
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Contact: Gesina.Schwalbe@continental-corporation.com

Thanks for listening!
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