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Motivation ERTS 2020 i+ BUGOE @ vehicle

» Improve safety and cybersecurity analysis for:

» Vehicles with strong E/E dependence

Critical systems (e.g. Drive-by-wire)

Limitations of the reliability analysis for complex systems

Automated/autonomous functionalities

Interconnectivity for automated/autonomous vehicles
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Motivation ERTSZO === virtual @ vehicle

EU funding project: SECREDAS

* Development and Validation
multi-domain architecting
methodologies, reference
architectures & components for
autonomous systems

 Incorporation of high security and
privacy protection while
preserving functional-safety and
operational performance

Safety & Security

Product Security for Cross Domain Reliable
Dependable Automated Systems



https://secredas.eu/

Introduction ERTS 2020 &5 RUATEL SNCUEE

Functional Safety Standards Functional Cybersecurity Standards
» |[SO 26262 (road vehicles) » SAE J3061 (automotive cyber-physical
systems)

» |ISO/SAE 21434 (road vehicles)

STPA (Systems-Theoretic Process Analysis) Method
» Safety and Cybersecurity analysis technique based on systems theory

= Considers the overall role of the entire socio-technical system

» Hierarchical structures analyzed from the upper level to the lower level
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Introduction

ISO 26262
« Main interest on
Concept Phase

« Partially on Product
Development at the
System Level

EMBEDDED REAL TIME SYSTEMS

ERTS 202

0 &

4 virtual {} vehicle

1. Vocabulary

2. Management of functional safety

‘ 2-5 Overall safety management

‘ | 2-6 Project dependent safety management |

2.7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

‘3-5 Itern definition

assessment

3-6 Hazard analysis and risk T

‘ 3-7 Functional safety concept

|

12. Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motorcycles

12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing

4. Product development at the system leve

1 roduction, operation,

4-7 System and item

eral topies for the product
and testing

ent at the system level

service and
decommissioning

integry

afety concept | ‘4‘ Safety validation

hardware failuj

7-5 Planning for production,
operation, service and
decommissioning

‘ 7-6 Production |

7-7 Operation, service and
decommissioning

12-10 Safety validation

verification

8. Supporting processes

8-5 Interfaces within distributed developments

8-9 Verification

8-14 Proven in use argument

requirements

8-6 Specification and management of safety

8-10 Documentation management
8-11 Confidence in the use of software tools

8-15 Interfacing an application that is out of scope
of IS0 26262

8-7 Configuration management

8-12 Qualification of software components

8-8 Change nt

8-13 Evaluation of hardware elements

8-16 Integration of safety-related systems not
developed according to 150 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses
| 9-7 Analysis of dependent failures |
[9-B Safety analyses ]

|9-5 Requirements decomposition with respect to ASIL tailoring |
|9-6 Criteria for coexistence of elements |

| 10. Guidelines on IS0 26262 |

| 11. Guidelines on application of ISO 26262 to semiconductors |

Figure 1 Overview of ISO 26262 [1]
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EMBEDDED REAL TIME SYSTEMS

Introduction ERTS 2020 & v1rtual@veh|cle

Feature Definition

SAE J3061 v

Initiation of Cybersecurity Lifecycle
(Planning)

o M ai n i nte re St O n l | Identify Highest Risk Potential Threats ‘

Threat Analysis and Risk Assessment

A 4

C O n Ce pt P h ase l | Identify Cybersecurity Goals ‘

Cybersecurity Concept

Y

Initiation of

.
([ ] Identify Functional Cybersecurity Dev:;f duct Release for
i pment at Production
Requiements System Level Product Development:
> (Planning) .
Cyb t
v Srecatorar \ | System Level
‘echnical
Cybersecurity Cybersecurity

Validation

Requirements

D eve I O p m e nt a_t th e Initial CybersecirityAssessment

Syste m L eve I Concept Phase Review %‘@%

Figure 2 Concept phase activities [2]
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\ l & Cybersecurity Test

System Design
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Product Di
Figure 3 Relationships between W swiere
product development at the system, 7 Froduct Devel
hardware, and software levels [2]
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Introduction ERTS 2020 &% v1rtual@vehlcle

STPA

— Embodies the STAMP accident causality model
(Systems Theoretic Accident Model & Processes)

— Losses are more than a chain of events, they
Involve complex dynamic processes

— Losses as a control problem, not a failure problem.
Safety/Cybersecurity constraints are violated by
Inadequate control actions

— Losses often occur when the process model is
Incorrect, therefore controllers use a process
m0d8| tO determlne ContrOI aCtlonS Figure 4 Generic control structure STPA [3]

Controller

Feedback

Controlled
process
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Introduction ERTS 2020 & v:rtual@vehlcle

STPA Workflow

STPA

1) Define 2) Model 3) Identify 4) ldentify
Purpose of »| the Control == Unsafe Control pe=p Loss
the Analysis Structure Actions Scenarios

e e e ——— - =
Identify Losses, Hazards I : I J, 4 : : l/ |
Define : ——— : e——— | / /\ e +——
System — Envi 1 1 — 1
boundary ' nvironment | | | = T
jmmE----- 1 I 1
I I 2 | 2 1 L
| | I
| ] 1
| ] I
| |

___.i_T____

Figure 5 Overview of the basic STPA Method [4]
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Integrated safety and cybersecurity analysis ERTS 2020 &% V'rtual@veh'de

3.5 nem : Item Definition
) Safely Constraints Control

Hazard

Feature
definition

“\/

- ¥ . Y .. Step 1

Classification of
| | Hazardous Events
I ——

Determination of | |
ASIL :

B TS A

Threat Analysis

Analyss and ‘ pasessmant
K | Preliminary Architecture Control Step 2
(HARA) . ) * (TA%8)
| Unsafe Control
' Salety Goals / Constraints ‘ g ‘ Step3

[

Refinement

Pt —— o i
'

' ‘ Salely Goals / Consiraints Causal Factors Control Step 4 Structure | Causal factors | Cybersecurity Goals / Constraints } h
! 1
' / - L |

\/
\/

) Functional Satety Fumctonal Gyoersecuy Functional
36 Functional
satety concept ‘ R i et
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Figure 6 Integrated safety e ‘ Tecnncar sty \ mmcmm,J Spectcsion o
N X of the technical Requirements Requirements Cybersecurity
and cybersecurity analysis o .

using STPA S
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Integrated safety and cybersecurity analysis ERTS 2020 & R4 tual@vehicle

Item Definition Safety Constraints Control Structure Cybersecurity Feature definition = e
Constraints = i | ) o

______ LT } T i ! = 5 =E

Item definition:

— 1S0 26262: Description of item functionality, operation modes, states, operational
and environmental constraints, legal requirements, assumptions and potential
consequences of behavior shortfalls.

— SAE J3061: Called “Feature definition”, describe physical boundaries, cybersecurity
perimeter and trust boundaries.

— STPA: Definition of the system boundaries and interactions between system and
environment including human computer interactions.
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Case study: Remote communication ERTS 2020 &% wrtual@vehmle
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www.youtube.com/watch?v=ERIADfzx7T8
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. . EMBEDDED REAL TIME SYSTEMS Q . .
Case study: Remote communication ERTS 2020 s KT SYEUEE
Remote communication architecture

Sending messages ] Received messages by the vehicle s Received messages by the operator

Operator request:  Vehicle status

'
[ [
i '
1 T
[l '
> Priority ! Priority Status answer / Trajectory OK / Other commands answer
1 1
T
' '
v '
'

Operator instructions:  Set trajectory / Other priority

Operator e | T T T T T T T N N T T T N N N N S EEEEmss===

Operator request:  Vehicle data / Vehicle status & i

'
1
'
| Non- Priority : Mon- Priority Vehicle answer: Vehicle data information / Status & information answer
1
[

Operator instructions:  Mon-priority commands

____________________________________________________________________________________________

Remote operator

0))))
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Integrated safety and cybersecurity analysis ERTS 2020 & v:rtual@vehlcle

-------------------------------------------- V- - v
S . Hazard "
I | Situation Analysis Identification Losses Vulnerabilities Threat Analysis
) ! '
77777777777777777777777777777777777777777777777777 —
_________________
PR A A Step 1 Y . b
Classification of Determination of | ! X
t Hazardous Events ASIL Risk Analysis Risk Assessment X
___________ NP ———
1
______________________ Y Y ..
‘ Safety Goals / Constraints ‘ Cybersecurity Goals / Constraints
—_—

TVRA, OCTAVE, HEAVENS)

Losses, Vulnerabilities, Threats and Hazards:

—1S0O 26262: Operational situation and operating modes.

— STPA: Losses ordered by priorities or assigned level of severity.

— SAE J3061: Supports ISO 26262 adding cybersecurity analysis (EVITA,

2/3/2020
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Case study: Remote communication ERTS 2020 g! virtual@vehicle

EMBEDDED REAL TIME SYSTEMS

Losses, vulnerabilities and constraints

Unified losses for safety and
ID Title

L-1 Human serious injury or loss of life | D Ti‘tl e

L-2 Loss of or damage to vehicle

L3 Loss of or damage to objects outside/ing N - N

-4 Loss of custome?satisfacjticn or compan I__1 H Uman SE“GUS InJuW Dr IDSS Df Ilfe

L5 Loss of restricted information

Vulnerabiliies

Extracted from losses, the generic

1D Title Lk ] loowal il it e sl il o bo b otl.
V-1 Remote co| .
V-2 Remote co| D Title Links
va Q I V-1 Remote communication is not sending or receiving signals L-1, -2, -3, L-4
emote co|
V-5 A third agent takes information from the remote communication without authorization — L-4, L-5 ‘

Safety and Security Constraints

Specific cybersecurity vulnerabllities

ID Title

Remote communication must prev:

Seos
SCo4

SCO0.5 Remote communication must be b&

Remote communication must veri

ID
5C0.1

Title

Remote communication must prevent the lack of availability of the signal

™

Z ]

2/3/2020
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Integrated safety and cybersecurity analysis ERTS 2020 & wrtual@vemcle

The transformation of threats or hazard into safetyor |~~~

cybersecurity goals (ISO 26262 and SAE J3061) or ] e =

constraints (STPA and STPA-sec) I

‘ Safety Goals / Constraints ‘ Cybersecurity Goals / Constraints
\
P B S =S SR SRR SR ST S8 SN e SRS | ------ L ----- \
1 ( \ ]
: Preliminary Architecture Control Step 2 Structure !
1
5 J

* Preliminary architecture should allocate functional safety requirements

 Control structure is a hierarchical system model representing the state
of the controlled process
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Case study: Remote communication

Control Structure

CA_3 Operator

EMBEDDED REAL TIME SYSTEMS

ERTS 2020

0 - i
= virtual @ vehicle

Friority messages

(Trajectory, operating

sending priority

CA_4 Operator

sending normal
messages

—

P 2_Network_Sending

.

il 2_Operator modes. warning — —
- messages.. . = =%
l Non-priority = - -

messages (Other
non-priority data)

« 2_Network_Receiving

¥

@2 vehicle

Friority messages

‘Operator request

Wehicle
status

2/3/2020
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MNon-Friorty messages

{Operator request

Vehicle i
: data

b\f'ehicle status |
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Integrated safety and cybersecurity analysis
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e ==
—————————————————————————————————————— ! e e —
| —_— |
1 - \ ' ~zzme ] —
]
i Unsafe Control Unsecure Control = ! — = = ~ i
1
| Safety Goals / Constraints ‘ ‘ rn Step 3 Actions Cybersecurity Goals / Constraints i = P
] g ‘| W
T | I -

* ldentify unsafe/unsecure control actions:

Providing incorrect causes
Control Action

hazard

Wrong timing or order causes
hazard

Stopped too soon or Applied
Not providing causes hazard

too long

* Refinement of the safety and cybersecurity constrains/goals

2/3/2020
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. . EMBEDDED REAL TIME SYSTEMS .D. 3 X
Case study: Remote communication ERTS 2020 & RALlGL @ vehicle

Wrong timing or order causes

Stopped too soon or Applied too

Control Action Not providing causes hazard Providing incorrect causes hazard hazard long
CA_3 Operator sending priority UCA1.9 UCA1.10 UCAT.11 UCA1.12
messages UCA_13 Operator is not sending UCA_16 Operator is sending UCA_19 Operator is sending UCA_22 Operator is sending
priority messages when the vehicle p incorrect priority messages when y Priority messages too late when priority messages too long when
status is required. (V-1) and (V-5) the vehicle status is required. (V-2),  the vehicle status is required. (V-1)  the vehide status is required. (V-1)
(V-3) and (V-4) and (V-2)
(H-1] ZHa H3 BHu Ha & H-1

° Priority message sent to vehicle

« Keywords to identify possible unsafe and unsecure control actions
* Traceability from the first hazard / vulnerability list

« Common unsafe and unsecure control action

* Different safety and cybersecurity constrains/goals

2/3/2020 Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods
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Integrated safety and cybersecurity analysis ERTSZO

Safety Goals / Constraints Causal Factors Control Step 4 Structure Causal factors Cybersecurity Goals / Constraints
Functional Safety Functional Cybersecurity - = =
Requirements Requirements
[ |

 STPA: Identification of causal scenarios

— Evaluation of the safety and cybersecurity constraints/goals

* ISO 26262 and SAE J3061.:

— Refinement of safety and cybersecurity functional requirements
— Technical safety and cybersecurity requirements

2/3/2020 Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods 21



Case study: Remote communication

PEETIIRR ] virtual @ venicie

Component ‘ Unsafe Control Action ‘ Causal Factor ‘ Hazard Links ‘ Causal Scenarios ‘ Safety Constraint ‘ Notes / Rationale ‘
2 Operator UCA1.13
Operator is not Operator thinks that
di . .
sending priority priority messages are H-1 The operator sends a The operator must Note/Rational...
messages when an sent correctly

instruction is
required

new trajectory as
instruction through a

priority message that,

during message
generation, get lost
without being sent.

guarantee the priority
communication signal
with the vehicle when a
trajectory instruction is
sent. The operator must
contain some error
management methods to
detect faults in sending
priority messages.
Otherwise, if the operator
does not send a message
in less than 20 ms, the
operator must warn the
system that the vehicle is
in danger.

* Scenarios are derived till have the complete safety and cybersecurity goals
* The list is extended with 24 safety goals and 50 cybersecurity goals for UCA
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Conclusion ERTSZO WE -1 virtual @ vehicle

* Integrate safety and cybersecurity analysis using STPA
— One common analysis model
— Impact of security on safety

« STPA is an additional analysis method that extends safety and
security analysis proposed in the standards

— Better system understanding
— Additional safety and security requirements
— Verification of previous safety and security analyses results

2/3/2020 Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods



Conclusion ERTSZO WE -1 virtual @ vehicle

Outlook

« Evaluation of applicability of STPA approach:
— Which kind of systems
« Safety/security critical systems

« High interconnected systems (E/E architectures) (in vehicle communication)

« Systems with external connectivity where security has a big impact on the safety
— When do you want to apply?

- Safety critical (ASILAto D?)

« Security impact on safety

— Is it applicable for product development on the system level?

2/3/2020 Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods 24
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Enabling future vehicle
technologies

THE END
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Motivation: ensuring safety and security of future cars
Introduction: safety and cybersecurity on automotive industry
Methodology: safety and cybersecurity analysis

Use Case: remote communication of SPIDER

Results: integrate safety and cybersecurity analysis using STPA

Conclusion: method that extends safety and cybersecurity

2/3/2020 Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods 27



Presented approach

Losses

ID Title

L-1 Human serious injury or loss of life

L-2 Loss of or damage to vehicle

L-3 Loss of or damage to objects outside/inside the vehicle
L-4 Loss of customer satisfaction or company reputation
L-5 Loss of restricted information

Vulnerabilities

ID

Title

Links

V-1 Remote communication is not sending or receiving signals L-1,1-2, -3, L-4
V-2 Remote communication is sending or receiving signals incompletely L-1, -2, -3, L4
V-3 Remote communication is sending or receiving corrupted signals L-1,L-2, -3, L4
V-4 Remote communication is sending or receiving signals from unauthorized operators L-1, L-2, L-3, L-4, L-5
V-5 A third agent takes information from the remote communication without authorization  L-4, L-5

Safety and Security Constraints

ID Title

SC0.1  Remote communication must prevent the lack of availability of the signal

SC0.2 Remote communication must prevent the lack of the completeness of the signal.

SC0.3 Remote communication must prevent the lack of the integrity of the signal

SC0.4 Remote communication must verify that the signal is authorized.

SC0.5 Remote communication must be between the vehicle and the operator without a third unauthorized agent

2/3/2020

ERTSZO virtual@vehicle

Unified losses for safety and
cybersecurity, ranked and
prioritized by severity

Extracted from losses, the generic
vulnerabilities applicable to both
safety and cybersecurity

Specific cybersecurity vulnerabilities

Integrated list of safety and
cybersecurity constraints

Integration of safety and cybersecurity analysis through combination of systems and reliability theory methods 28



SO 26262 ERTS 2020 RULUEI SNCAIEE

+ |ISO 26262 is an international standard for functional safety of
electrical and/or electronic systems in production automobiles
* Released in 2011, updated in 2018

- Addresses:

— Safety-related systems that include one or more electrical and/or electronic
(E/E) systems and that are installed in series production road vehicles

— Possible hazards caused by malfunctioning behavior of safety-related E/E
systems, including interaction of these systems

— Describes a framework for functional safety to assist the development of
safety-related E/E systems and integrate functional safety activities into a
company-specific development framework.



SAE J3061 ERTS 2020 RULUEI SNCAIEE

« SAE J3061 establishes a set of high-level guiding principles for

cybersecurity as it relates to automotive cyber-physical systems to
be utilized in series production
* Includes:
— Defining a framework for a lifecycle process to incorporate cybersecurity
into automotive cyber-physical systems.
— Providing information on some common tools and methods used when
designing and validating cyber-physical automotive systems.

— Providing basic Guiding Principles on Cybersecurity for Automotive
Systems.

— Providing the foundation for further standards development activities in
vehicle cybersecurity.



Conclusion ERTS 2020 RULUEI SNCAIEE

* Integrate safety and cybersecurity
« Combine systems and reliability theory methods

« Use case is presented to carry out the analysis and provide results to
validate the analysis.

* Refinement of the SPIDER remote communication requirements

« Unification of safety and cybersecurity constraints helps to
iInterconnect both properties and to address integrated analysis on
cyber-physical systems



Extension ERTS 2020 RULUEI SNCAIEE

« Properties or attributes that connect safety and cybersecurity
« ldentification of causal factors in the last step of STPA analysis

— The causal factor step presents a lack of cybersecurity support that
forces the paper to introduce other cybersecurity models such as
STRIDE.



Extension ERTS 2020 RULUEI SNCAIEE

Integrate safety and cybersecurity

Combine systems and reliability theory methods

Use case is presented to carry out the analysis and provide results to validate
the analysis.

Refinement of the SPIDER remote communication requirements

Unification of safety and cybersecurity constraints helps to interconnect both
properties and to address integrated analysis on cyber-physical systems

The first problem is related to the properties or attributes that connect safety
and cybersecurity. The results cannot provide a clear representation of the
relations between both properties or attributes. The second problem arises in
the identification of causal factors in the last step of STPA analysis. The causal
factor step presents a lack of cybersecurity support that forces the paper to
introduce other cybersecurity models such as STRIDE. Nevertheless, these
last two points will be covered in future extensions.



